
Europaisches 
Patentamt 



European 
Patent Office 



Office europeen 
des brevets 



recd 2 2 JUL 2004 



WIPO 



PCT 



Bescheinigung Certificate Attestation 



Die angehefteten Unterla- 
gen stimmen mit der 
ursprflnglich eingereichten 
Fassung der auf dem nach- 
sten Blatt bezeichneten 
europaischen Paten tan met- 
dung Oberein. 



The attached documents 
are exact copies of the 
European patent application 
described on the following 
page, as originally filed. 



Les documents fixes a 
cette attestation sont 
conform es a la version 
initialement deposee de 
la demande de brevet 
europeen specifiee a la 
page suivante. 



Patentanmeldung Nr. Patent application No. Demande de brevet n° 

03024894.2 



PRIORITY 
DOCUMENT 

SUBMITTED OR TRANSMITTED IN 
COMPLIANCE WITH RULE 17.1(a) OR (b) 



Der President des Europaischen Patentamts; 
Im Auftrag 

For the President of the European Patent Office 

Le President de l'Office europeen des brevets 
P.O. 




R C van Dijk 



BEST AVAILABLE COPY 



tvi/ cr / U U 6 ? 6 



Europaisches 
Patentamt 



European 
Patent Office 



Office europeen 
des brevets 



Anmeldung Nr: 

Application no.: 03024894.2 
Demande no: 



Anmeldetag: 

Date of filing: 31.10.03 
Date de dgpot: 



Anmel der/Appl 1cant( s)/Demandeur(s): 

Sony DADC Austria AG 
Sonystrasse 20 
5081 Anif 
AUTRICHE 



Bezelchnung der Erf1ndung/T1 tie of the 1nvent1on/T1 tre de l 1 Invention: 
(Falls die Bezel chnung der Erflndung nlcht angegeben 1st, slehe Beschrelbung. 
If no title 1s shown please refer to the description. 
S1 aucun tltre n*est 1nd1qu§ se referer a la description.) 

DVD copy protection 

In Anspruch genommene PrlorlHt(en) / Priori ty(les) claimed /Pr1or1t6(s) 
revendlquee(s) 

Staat/Tag/Aktenze1chen/State/Date/Flle no./Pays/Date/Numero de depdt: 



Internationale Patentklasslf 1kat1 on/International Patent Classification/ 
Classification Internationale des brevets: 

G11B27/00 



Am Anmeldetag benannte Vertragstaa ten/Contracting states designated at date of 
flllng/Etats contractants designees lors du depot: 

AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL 
PT R0 SE SI SK TR LI 



03024894. 2 2 
EPA/EP0/0EB Form 1014.2 - 01.2000 7001014 



HOEFER & PARTNER - PATENTANWALTE 

U QVd.2!M& 



Attorney's File: SON031001PEP Go 
Applicant's Case: PAE03-124DADC 31.10.2003 

SO3P5137EP00 



Sony DADC Austria AG 

Sonystrasse 20 
A-5081 Anif 
Austria 



DVD copy protection 



, HOEFER & PARTNER 



- 1*- 



Sony DA DC Austria AG 



SON031001PEP 



31 .10.2003 



80 



Description 



3 1 Oki 



10 



15 



20 



25 



30 



The present invention relates to a method that prevents the 
copying of content stored on record carriers or storage media 
and/or makes copying more difficult. Further, the present 
invention relates to corresponding record carriers protected 
with this method. In particular/ the present invention 
relates to optical media conforming to the DVD video 
specification, but is not limited thereto. 

To protect the rights of the owners of the copy rights many 
specifications for storage media includes copy protection 
mechanisms. For DVD video discs generally three mechanisms 
are used: 

- Analog CPS: This method is designed to decrease the quality 
of DVD video content when copied to an analog video tape 
medium. 

- CGMS: The serial copy management system (CGMS) is designed 
to prevent initial copies or generational copies (copies of 
copies) . This method embeds copy control information in the 
storage media and in the outgoing video signal. The recording 
device is responsible to respect this information and refuse 
copying when required. 

CSS: The content scrambling system (CSS) is a data 
encryption and authentication scheme. The content stored on 
DVD video media is encrypted and the decryption key is in the 
lead-in region of the disc. DVD-ROM drives have to allow 
access to this data only after a successful authentication 
procedure . 

Since the use of analog video tapes is regressive the Analog 
CPS system is losing its importance. The most important 
threat for the copy rights of DVD video content is the 
widespread availability of personal computer systems. 
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In October 1999 a group of crackers reverse-engineered the 
CSS system and software to decrypt CSS protected content was 
distributed over the internet* Based on this software a large 
number of software applications were built to 
5 - copy DVD video content on computer hard disc drives, and/or 

- copy DVD video content to recordable media. 

The use of these software applications is very simple and 
creates an identical or high quality copy of the original 
10 content. Since no special skill is required this software 
applications are very popular and are widely used. The wide 
use of this software causes a significant reduction of sold 
DVD video media and consequently an enormous financial harm 
to the owner of the copy rights. 

15 

In many cases a copy of the whole data on the media (one-to- 
one copy) is not possible since the target media does not 
have the same data capacity. For example most DVD video discs 
are so called DVD9 discs with a data capacity of about 9 GB . 

20 Available recordable DVD media . (DVD-R, DVD-RW, DVD+R, DVD+RW, 
DVD-RAM) do have a maximum data capacity of about 4.5 GB. The 
data capacity of CD recordable media is far less. Therefore 
the DVD video copy software has to reduce the amount of data. 
This can be done by 

25 - extracting parts of the content, and/or 

- a higher compression of the content. 

DVD video copy software usually supports both ways to reduce 
the data. 

30 

Therefore, it is the object underlying the present invention 
to • provide a record carrier that shows improved copy 
protection characteristics and an improved method to provide 
a copy protection for a record carrier, in particular for a 
35 record carrier according to the DVD format or a comparable 
format . 
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A comparable format according to the present invention is in 
particular a format according to which at least one stream of 
linked content cells is stored on the record carrier. 

5 This object is solved by a record carrier for storing at 
least one stream of linked content cells thereon as defined 
in independent claim 1 and a method to provide a copy 
protection for a record carrier for storing at least one 
stream of linked content cells thereon as defined in 

10 independent claim '9. Respective preferred embodiments thereof 
are respectively defined in the respective following sub- 
claims • A method to copy a record carrier according to the 
present invention is defined in independent claim 17. A 
preferred embodiment thereof is defined in claim 18. A 

15 computer program product according to the present invention 
is defined in claim 19 and a computer readable storage means 
is defined in claim 20. 

Therefore, a record carrier for storing at least one stream 
20 of linked content cells thereon, which linking is performed 
based on navigation data, according to the present invention 
comprises modified navigation data and/or a stream 
arrangement of at least one stream of linked content cells, 
so that an access of the record carrier under consideration 
25 of the navigation data is not disturbed, whereas a generally 
linear access of the record carrier is disturbed. 

Correspondingly, the method to provide a copy protection for 
a record carrier for storing at least one stream of linked 

30 content cells thereon, which linking is performed based on 
navigation data, according to the present invention comprises 
the step(s) of modifying navigation data and/or setting a 
stream arrangement of at least one stream of linked content 
cells, so that an access of the record carrier under 

35 consideration of the navigation data is not disturbed, 
whereas a generally linear access of the record carrier is 
disturbed. 
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Further correspondingly, the method to copy a record carrier 
for storing at least one stream of linked content cells 
thereon, which linking is performed based on navigation data, 
according to the present invention comprises the step of 
5 accessing of the record carrier under consideration of the 
navigation data. 

An access of the record carrier according to the present 
invention is in particular an access of the at least one 
10 stream of linked content cells on the record carrier, but is 
not limited to this possibility, but may e.g. also be an 
access of file system structures and/or file content used to 
locate the linked content cells, as will be set-out below. 

15 There is a significant difference in the way a common 
playback device (or playback software) uses the properties of 
linked content cells, e.g. the DVD video data, and usual copy 
software for such linked content cells, e.g. DVD video copy 
software, uses these properties. These properties are here 

20 summarized under the term navigation data which means not 
only data used to navigate between different streams, but 
also data that is used to set-up a respective stream, to 
define its beginning and end, to branch a stream, to unify 
two streams, etc. 

25 

1) A playback device (or playback software) that is dedicated 
to the particular type of record carrier renders the 
presentation data according to the current player status and 
user actions (e.g. remote control commands) . Due to the usual 
30 interactive capabilities of such record carriers that store 
at least one stream of linked content cells thereon, e.g. DVD 
video media with multiple languages, the data access is more 
non-linear* 

35 2) Copy software is designed to copy the requested content. 
It usually has a simplified player status model and can 
ignore parts of the navigation data. The data access is more 
linear. It can be a desired behavior of this software to copy 
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without interpreting the navigation data, in particular, the 
copy software aims for a 1:1 copy of the navigation data so 
that the copied disc includes the whole navigation 
functionality. Therefore, the navigation data is read and 
5 written, but not interpreted. 

The present invention as defined above exploits this 
different usage. Accordingly, a method to copy a record 
carrier according to the present invention performs an access 
10 of the original record carrier comparable to a 'normal 
reading 1 , i.e. a reading during normal access of the record 
carrier, so that a properly working copy of the original 
record carrier is obtained, in other words, the navigation 
data is considered/interpreted as set-out under 1) above. 

15 

According to the present invention, preferably the following 
measures are taken to exploit this different usage so that 
navigation data is set in a way that copy protection or 
reproduction obstruction of copies is achieved for streaming 
20 media, as e.g. defined in the MPEG standard ISO/IEC 13818-1, 
where the presentation stream is divided into regions called 
^cells' and the navigation data is used to access the 
presentation stream and to allow user interaction in 
connection with the presentation stream. 

25 

A record carrier according to the present invention 
preferably comprises 

at least one reproduction obstructing cell physically 
stored before or after a linked content cell, and/or 
30 a physical storage arrangement of at least one of the at 

least one stream of linked content cells that is not in 
conformity with the linking order of these content cells, 
and/or 

file system structures and/or file content used to 
35 locate the linked content cells on the record carrier that 
direct read-out devices that use data that are not explicitly 
stated in the standard of the record carrier to at least one 
reproduction obstruction data and/or cyclic data. 
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Such a reproduction obstruction cell might be physically 
stored directly before or after the linked content cell or 
also with a gap to the linked content cell as long as it is 
likely that a readout-device that performs a more linear 
5 access will access the reproduction obstruction cell. 

Further, such file system structures and/or file content 
might be described in extensions or related standards to the 
standard used to produce the record carrier and needs not to 

10 direct the read-out devices to a reproduction obstruction 
cell, but . might also alternatively direct the read-out 
devices to other reproduction obstruction mechanisms, 
arranged in arbitrary sectors or parts of the record carrier. 
An example is that a computer operating system might be 

15 designed to provide an access capability for many different 
file systems, whereas e.g. the DVD Specification for Read- 
only Disc is like a second limiting modification of the UDF 
file system (version 1.02), i.e. comprises only a subset of 
file access possibilities. The present invention limits the 

20 proper access to devices that behave closely to the standard 
of the record carrier, in particular the DVD specification 
for Read-only Disc, but also similar existing or future 
standards, and devices that are accessing the record carrier 
according to other standards are rejected. 

25 

Correspondingly, a method according to the present invention 
preferably comprises the step(s) of: 

physically storing at least one reproduction obstructing 
cell before or after a linked content cell, and/or 
30 arranging a physical storage of at least one of the at 

least one stream of linked content cells that is not in 
conformity with the linking order of these content cells, 
and/or 

modifying file system structures and/or file content 
35 used to locate the linked content cells on the record carrier 
so as to direct read-out devices that use data that are not 
explicitly stated in the standard of the record carrier to at 
least one reproduction obstruction data and/or cyclic data. 
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Further correspondingly a method to copy a record carrier 
according to the present invention preferably comprises the 
step(s) of: 

5 determining all reproduction obstructing cells 

physically stored before or after a linked content cell and 
modifying or removing these cells so that reproduction of the 
copy of the record carrier is not obstructed thereby, and/or 
determining of a linking order of the at least one 
10 stream of linked content cells and physically store the at 
least one stream of linked content cells so that a 
reproduction of the copy of the record carrier is not 
obstructed thereby, and/or 

locate a root navigation file only using file system 
15 structures and/or file content related to the linked content 
cells as described in the in the standard of the record 
carrier. 

In particular, as indicated above, devices that can properly 
20 access a record carrier according to the present invention 
locate a root navigation file using file system structures 
and/or file content related to the linked content cells as 
described in the used specification, in particular the DVD 
video specification. All other devices that are rejected, 
25 i.e. cannot properly access a record carrier according to the 
present invention are not reading navigation and presentation 
data based on a root navigation file, but on further file 
system structures and/or file content, which might also be 
related to the linked content cells, but which is 
30 additionally available on the record carrier. 

According to the present invention, further preferably said 
linked content cells are linked and said at least one 
reproduction obstructing cell is physically arranged so that 
35 a reproduction device dedicated to said type of record 
carrier automatically gets navigated around said at least one 
reproduction obstructing cell during its access of the linked 
content cells stored on the record carrier, whereas the at 
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least one reproduction obstructing cell gets accessed 
additionally to the accessed linked content cells when no 
such dedicated reproduction device is used for accessing the 
record carrier. 



In this sense a reproduction device dedicated to said type of 
record carrier means a reproduction device that is designed 
for that type of record carrier, i.e. more or less fully 
allows to implements all the features enabled by the specific 
10 type of record carrier, such as a DVD player for a DVD as a 
record carrier. A not dedicated reproduction device that is 
used for accessing the record carrier might be a copy and/or 
rxp device or software that might be designed for such record 
earners, but rather for copying the format than for proper 
15 access of the specific record carrier. 

According to the present invention, alternatively or 
additionally further preferably an access of said reproducing 
obstructing cells prohibits or disturbs a further 
reproduction or reduces an entertainment value of reproduced 
content that is originally stored within the content cells on 
the record carrier. 



25 



30 



35 



A reproduction obstruction cell according to the present 
invention might be a cell as referred to in the DVD standard, 
i.e. comparable to a content cell, but might also be another 
storage unit, e.g. a sector of the record carrier. 

According to the present invention, further alternatively or 
additionally further preferably said reproducing obstructing 
cells comprise modifications that do not conform to the DVD 
Physical Specification, in particular infringe rules of EFM + 
coding, and/or set wrong EC C data for Pi and/or PO, and/or 
set wrong EDC, ID, CPRMAI and/or IED data, and or add/set 
illegal UDF file system data, e.g. cyclic references. 

in this context and generally according to the DVD standard, 
the used abbreviations stand for: 
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ECC: error correction code. For the purpose of error 

correction 16 sectors are arranged in a matrix of 
192 rows with 172 bytes each. In the first step the 
inner parity (PI) is calculated for every row of 
5 172 bytes and appended as 10 bytes to the 

respective row of 172 bytes to complete the line of 
182 bytes. In the second step the outer parity (PO) 
is calculated for every column including the bytes 
of the inner parity and appended as 16 lines of 182 

10 bytes to the 192 lines of 182 bytes. Figure 4 

depicts the byte arrangement of the 16 sectors. The 
10 bytes wide block on the right hand side is the 
inner parity. The last 16 lines on the bottom is 
the outer parity. 

15 ID: identification data, which comprises a sector 

number and sector recording information. 
IED: ID error detection code, which is used to find 

errors in the ID. 
CPRJMAI : copyright management information. 

20 EDC: error detection code for the main data, ID, IED and 

CPRJ4AI . 

Figure 5 shows the structure of one DVD sector that comprises 
12 rows of 172 bytes, wherein the first row includes 4 bytes 
ID, 2 bytes IED, 6 bytes CPR_MAI, and 160 bytes main data in 
25 that order, the second to eleventh rows include 172 bytes 
main data, and the twelfth row includes 168 bytes main data 
and 4 bytes EDC in that order. 

According to the present invention, still further 
30 alternatively or additionally further preferably said 
reproducing obstructing cells comprise data that does not 
conform to the used streaming media standard (e.g. MPEG 
standard) , and/or that generate permutations of reproduced 
content stored within the content cells, and/or that adds 
35 content not related to the content stored within neighbouring 
content cells, e.g. advertising content, and/or that modifies 
reproduced audio and/or video content stored within the 
content cells so that it is experienced unpleasantly. 
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In this way, it is possible to create the impression that a 
working copy is produced by a copy/rip device or software, 
but the copy e.g. only reproduces scrambled content and/or 
5 content that additionally comprises advertisements so that 
the loss of profit made by the copying might be compensated 
by the additional profit generated through the 
advertisements . 

10 Therefore, the present invention generally enables a business 
model for generating revenues also for copies of record 
carriers by including at least one advertisement that is 
generally not shown and also generally not accessible during 
the access of an original record carrier, since the 

15 navigation data, in particular the navigation data, navigates 
around these advertisements, but that is generally 
automatically included, into at least one copied stream of 
linked content cells during the copy procedure, e.g. into the 
video stream and all corresponding audio streams. In this 

20 case the user of a copy is regarded to 'pay' the license fees 
for the copied content by being subjected to the at least one 
advertisement. In particular, this inclusion of the at least 
one advertisement works independently from the copying 
software or hardware as long as the above general access 

25 schemes are used, i.e. no special copy software or hardware 
must be installed that includes additional content into the 
copied record carrier that is not available on the original 
record carrier. 

30 According to the present invention, still further 
alternatively or additionally preferably said at least one 
reproduction obstructing cell is a stream of linked 
reproduction obstructing cells that is interleaved with at 
least one stream of linked content cells, wherein each of the 

35 interleaved stream of linked cells provides one playback path 
and the playback path corresponding to the linked 
reproduction obstructing cells is not accessed by a 
reproduction device dedicated to said type of record carrier. 
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to the present invention, still further 
According to the * prefer ably said navigation data 

alternatively or additionally p comma nds) that 

comprises branch -ii*. of program 

are arranged m pre or in cell commands 

chains that -pr.e at least P ^ of content 
within programs, which are 



cells. 



10 A11 P _ r — — rr/r^rr; - 

the present "T^-J",^^ to copy a record carrier 
» invention and to the business - 



as set out above. 



20 



executed on a computer, digital signal p 



like 



, ahlp storage means according to the 
A computer readabl % o ^ r ^ hereon a computer program 
25 present invention stores thereon 

product as set-out above. 

Fo r a better or the inv^on and toother 

-—e the -;;;"- fer are 

to the accompanying drawing, wherein: 

, shows a possible application of a branch command to 
^ create a region that will not be reached during 

PlaybacK with a dedicated playbac* devrce but 
usually will be reached during a more linear 



access, 
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Fig. 2 depicts interleaved presentation data and methods 
of their access, 

5 Fig. 3 depicts methods of file system sector access, 
Fig. 4 shows the ECC block configuration, and 
Fig. 5 shows the data sector configuration. 

The following description of an exemplary embodiment of this 
invention uses the DVD video specification as means to 
clarify the principles of the present invention. However, as 
also set out above, this invention is not restricted to this 
format. It can be applied for similar existing data formats 
or future data formats. 



The relevant specification for DVD video media is the DVD 
Specifications for Read-Only Disc (despite its name, this 
20 specification also applies to DVD recordable media). This 
specification consists of three parts: 

Part 1: Physical Specification 
Part 2: File System Specification 
25 Part 3: Video Specification 

The Physical Specification (Part 1) defines the mechanical 
and optical parameters of a disc (size, mass, reflectivity, 
...) and the way data is recorded. Data is recorded in a single 
spiral track of small pits. The plane area between these pits 
is called land. The information area is subdivided into 
sectors, each of which represents a fixed amount of data. 

The encoding process starts with sectors of 2048 bytes user 
data. During the encoding identification data and copyright 
management data is added to a user data sector. An error 
detection code (EDC) is calculated and is added to this 
enlarged sector. After this stage the sector is 2064 bytes 
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large. In the next stage the sector is scrambled. After that 
an ECC block is formed of 16 subsequent scrambled sectors. An 
error correction code is calculated for the ECC block. In the 
last stage of the encoding process the sectors are encoded 
5 using the EFM+ modulation method. 

The File System Specification (Part 2) defines the volume and 
file structure for DVD media. The format is called "UDF 
Bridge" and is based on the ISO/IEC 13346 standard. It shall 
10 conform to the OSTA Universal Disk Format (UDF) specification 
and the ISO 9660 standard. 

The Video Specification (Part 3) defines the application of 
Part 1 and 2 for moving picture content. This part can be 
15 replaced by corresponding specifications for other 
applications, e.g. specifications for high definition audio 
discs . 

The DVD specification refers to some other standards. In case 
of the video encoding the MPEG standard is referred. The MPEG 
standard defines the data format and the data compression 
method for the presentation data. Part 3 of the DVD 
specification additionally defines navigation data. The 
navigation data enables a lot of additional features, e.g.: 

- multiple audio tracks (e.g. different languages), 

- sub-titles, 

- different camera angles, 

- multistory seamless branching, 

- parental lock, and 

- menus . 

As indicated above, many more additional features can be 
realized using the navigation data, in particular also the 
copy protection scheme according to the present invention. 

35 As generally set out above, the present invention exploits 
the difference in the data access and usage. In particular 
the following data access and usage schemes for DVD are 
identified: 
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type a) during the playback of DVD video content at common 
DVD video playback devices, e.g. consumer electronic player 
or DVD player software, and 

type b) during ripping, i.e. transferring content on computer 
5 hard disc drives, in the following also referred to as 
copying, or copying content onto a recordable record carrier 
with rip/copy software. 

Type a) is characterized by the use of navigation data in a 
10 way it is intended by the DVD video specification, even if 
this is not true for every detail. Type b) is characterized 
by ignoring large parts of the navigation data. 

According to the described exemplary preferred embodiment of 
15 the present invention the difference between data usage of 
type a) and type b) is used 

to make rip/copy of DVD video content difficult or 
impossible, and/or 

- to reduce the entertainment value of the copied content. 

20 

One way to make the rip/copy of DVD video content difficult 
or impossible is to modify one or more DVD sectors so that 
the sectors do not conform to the Physical Specification 
(Parti) . This can be done by 
25 - intentionally infringe the rules of coding, and/or 

- intentionally set wrong ECC data (PI, PO) , and/or 

- intentionally set wrong EDC, ID, CPR_MAI or IED data, 
and/or 

- intentionally add/set illegal UDF file system data, e.g. 
30 cyclic references. 

Ways to reduce the entertainment value of DVD video content 
are 

- intentionally set data that does not conform to MPEG 
35 standard, and/or 

- permute parts of the video content, and/or 

- add additional video content, e.g. advertising content, 
and/or 
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- modify audio and/or video content so that it is experienced 
unpleasantly. 

The exemplary preferred embodiment of the present invention 
5 avoids diminutions during playback of type a) by navigation 
data. Navigation data is used to leave out the modified 
sectors and the video content with reduced entertainment 
value . 

10 There are several methods that can be used to leave-out 
modified regions during playback of type a) . These regions, 
one of which might be enough to copy protect a record 
carrier , are also referred to as bypassed regions. 

15 One example for this method is the use of navigation 
commands, which build a part of the navigation data. In 
particular Branch commands can be used to leave-out parts of 
the video content . 

20 Fig. 1 shows a possible application of a Branch command to 
create a region that will not be reached during playback of 
type a) , but usually will be reached during access of type 
b) , i.e. to create a so-called bypassed region. 

25 The DVD Video Specification defines the concept of program 
chains 1, programs 2 and cells 3. A cell 3 is the smallest 
addressable unit of a video object stream. A program 2 is a 
sequence of cells 3 and is usually used to form a chapter of 
a movie. A program chain 1 is a collection of programs 2. In 

30 the example shown in Figure la) the program chain 1 comprises 
a first program 2 that comprises first to third cells 3a, 3b, 
3c. Within a program chain 1, a sequence of navigation 
commands 4 can be added to begin and end of a program 2 and 
within a program 2. These navigation commands 4 are called 

35 Pre-Commands 4a, Post-Commands 4b and Cell-Commands 4c. 

To create regions in a program chain 1 or program 2 that are 
left-out during playback of type a), i.e. bypassed regions, a 
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first additional cell 5a might be inserted before the first 
cell 3a and a second additional cell 5b might be inserted 
before the second cell 3b, and a first branch command might 
be set into the pre-command 4a and a second branch command 
5 might be set into the cell-command 4c, as shown in Figure 
lb) . The target address of the first branch commands is set 
to the first cell 3a of the original program 2 and the target 
address of the second branch commands is set to the second 
cell 3b of the original program 2. The pre-command 4a causes 
10 the player to start the playback of the program 2 at the 
first cell 3a and to not access the additional cell 5a. The 
cell-command 4c causes the player to continue the playback 
after the first cell 3a of the program 2 at the second cell 
3b and to not access the additional cell 5b. 

15 

On the other hand, the additional (reproduction obstruction) 
cells 5a, 5b are physically inserted before the first cell 3a 
and the second cell 3b, respectively. Therefore, it can be 
used to make rip/copy difficult or impossible or it can be 

20 used to reduce the entertainment value of the content, since 
copy/rip software generally does not use the navigation data 
and performs a linear access of the cells of the program 2, 
i.e. in the shown example of the first additional cell 5a, 
the first cell 3a, the second additional cell 5b, the second 

25 cell 3b, and the third cell 3c, in this order. Such a linear 
access leads to a corresponding copy and reproduction 
thereof. 

Also the program chains 1 are accessed in a linear manner by 
30 copy/rip software. Therefore, it is also possible to reduce 
the entertainment value of a copy by physically arranging the 
program chains 1 of an original in an order not in conformity 
with the intended playback order and using post-commands 4b 
in a way that the intended playback order is secured. The 
35 program chains 1 are then copied and also reproduced from the 
copy in the order as physically stored on the original. 
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Such a non-linear storage with the same effect is also 
possible for programs 2 and/or cells 3. In this case just 
other relative addressing mechanisms than the pre-commands or 
post-commands or cell -commands are used. 

5 

The use of navigation commands is only one option to create a 
bypassed region. A second option is the use of interleaved 
structures as defined in the DVD Video Specification. The 
target of these interleaved structures is to enable parallel 
10 . playback paths and the possibility to change seamlessly 
between the playback paths. Interleaved structures are e.g. 
used for 

- language credits, 

- parental levels, and 
15 - multi-angles - 

Fig. 2 depicts interleaved presentation data. An interleaved 
block 6 is a region in the presentation data with parallel 
playback paths 7, 8. An interleaved block consists of a 

20 sequence of interleaved units (ILVU) , here respectively of 
first to third ILVUs 7a, 7b, 7c, of the first playback path 7 
and first to third ILVUs 8a, 8b, 8c of the second playback 
path 8. Every ILVU 7a, 7b, 7c, 8a, 8b, 8c is part of a 
playback path 7, 8. The ILVUs 7a, 7b, 7c, 8a, 8b, 8c of the 

25 playback paths 7, 8 are mixed together in alternating 
sequence, i.e. in an order first ILVU 8a of second playback 
path, first ILVU 7a of first playback path, second ILVU 8b of 
second playback path, second ILVU 7b of first playback path, 
and third ILVU 8c of second playback path, third ILVU 7c of 

30 first playback path. Interleaved blocks 6 can be used in a 
way that they are not visible to the user. Hence an 
additional playback path can be used as bypassed region, i.e. 
not selectable by the user during dedicated access, but 
viewable and not distinguishable for copy/rip software or 

35 hardware. 

A third example to create a bypassed region is to exploit the 
fact that DVD video navigation data references data by 
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relatxve sector addresses. A playback device of type a) has 
to read the root navigation data file. The remaining 
presentation and navigation data can be read by directly 
reading the referenced sectors. 



During Playback of type b) in many cases more sectors are 
read and/or the file system data can be modified in a way 
that additional sectors are read. 



Fig. 3 depicts a possible application of this concept. During 
access of a playback device of type a) sectors are read in I 
specific sequence. In particular, after a record carrier gets 
inserted into a drive for accessing the record carrier, 
initially the lead-in area 9 gets accessed, before in a first 

HZ It 3 t0 ^ V ° 1Ume descri P tion 10 is performed to 

read the volume description 10. Then, in a following second 
step S2 la jump to the partition description 11 is performed 
to read the partition description 11. Thereafter, in a 
following third step S3 a jump to the root directory 12 is 
performed to access the root directory 12. Following the 
access of the root directory 12, in a fourth step S4 a jump 
to the directory 13 is performed to access the directory 13 
The access of the directory 13 then enables a relative jump 
to a file 14 in a fiffch sfcep S5 ^ access ^^^^ 

All following file accesses are also performed in a relative 
manner dependent on information already available, i e 
available from the current or earlier file or directory 
accesses. y 



30 



35 



Data access of type b) in some cases reads additional sectors 
and/or can be forced to read additional sectors. These 
additional sectors constitute a bypassed region for the 
normal type a, access. In the shown example, the first to 
fifth D umps SI to S5 with the respective following accesses 
are also performed during the type b) access. However, the 
access of the directory 13 indicates to the copy mechanism to 
additionally access . further file 15, since the copy 
mechanism would otherwise produce an incomplete copy 
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Therefore, the copy mechanism performs a sixth jump S6 after 
the fifth jump S5 to the further file 15 to enable the access 
thereof . 



5 Data structures that can be used to force the read of 
additional sectors are and/or provoke cyclic reading: 

• ISO 9660 data, Joliet data 

• extended UDF data 

10 o UDF volume/partition data (i.e. more than one 

volume and/or more than one partition) 
o virtual address table 
o sparing management data 

• presentation data used by specific reading devices e.g. 
15 Microsoft operating systems 

o hidden files 

o icon resources in COFF format executable files 
o disc logos 
o autorun.inf files 
20 Mac OS 

o resource forks 



A fourth example to create a bypassed region is to exploit 
the arrangement of the file system data, i.e. use the linking 

25 of the file system data. Bypassed regions, which are e.g. 
arranged between lead-in 9 and volume description 10, between 
volume description 10 and partition description 11, between 
partition description 11 and root directory 12, between root 
directory 12 and directory 13, and/or between directory 13 

30 and the first file 14, are preferably regions that comprise 
one or more sectors that lead to an abortion of the access of 
the- record carrier, when the one or more sectors are 
accessed. Such a bypassed region prevents the copying of a 
disc with a copy software and/or hardware that searches the 

35 presentation data in a sequential manner from the beginning 
of the disc, i.e. read all sectors of the disc in a 
consecutive manner until a particular marker, e.g. for the 
beginning of a video stream, is found, e.g. to overcome the 
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third example to create a bypassed region that is elucidated 
above. Fig. 3 shows a bad sector 16 arranged between volume 
description 10 and partition description 11 as an example for 
bypassed region of this type. 
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claims 80 . Mn n, 

3 1 Okt. 20© 

1. Record carrier for storing at least one stream of linked 
content cells thereon, which linking is performed based on 
navigation data, 
characterized by 

modified navigation data and/or a stream arrangement of 
at least one stream of linked content cells, so that an 
access of the record carrier under consideration of the 
navigation data is not disturbed, whereas a generally linear 
access of the record carrier is disturbed. 

2. Record carrier according to claim 1, characterized by 

at least one reproduction obstructing cell physically 
15 stored before or after a linked content cell, and/or 

a physical storage arrangement of at least one of the at 
least one stream of linked content cells that is not in 
conformity with the linking order of these content cells, 
and/or 

20 file system structures and/or file content used to 

locate the linked content cells on the record carrier that 
direct read-out devices that use data that are not explicitly 
stated in the standard of the record carrier to at least one 
reproduction obstruction data and/or cyclic data. 



3. Record carrier according to claim 2, characterized in 
that said linked content cells are linked and said at least 
one reproduction obstructing cell is physically arranged so 
that a reproduction device dedicated to said type of record 
carrier automatically gets navigated around said at least one 
reproduction obstructing cell during its access of the linked 
content cells stored on the record carrier, whereas the at 
least one reproduction obstructing cell gets accessed 
additionally to the accessed linked content cells when no 
such dedicated reproduction device is used for accessing the 
record carrier. 
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4. Record carrier according to claim 2 or 3, characterized 
in that an access of said reproducing obstructing cells 
prohibits or disturbs a further reproduction or reduces an 
entertainment value of reproduced content that is originally 

5 stored within the content cells on the record carrier. 

5. Record carrier according to anyone of claims 2 to 4, 
characterized in that said reproducing obstructing cells 
comprise modifications that do not conform to the DVD 

10 Physical Specification, in particular infringe rules of EFM+ 
coding, and/or set wrong ECC data for PI and/or PO, and/or 
set wrong EDC, ID, CPR_MAI and/or IED data, and or add/set 
illegal UDF file system data, e.g. cyclic references. 

15 6. Record carrier according to anyone of claims 2 to 5, 
characterized in that said reproducing obstructing cells 
comprise data that does not conform to the used streaming 
media standard, and/or that generate permutations of 
reproduced content stored within the content cells, and/or 

20 that adds content not related to the content stored within 
neighbouring content cells, in particular advertising 
content, and/or that modifies reproduced audio and/or video 
content stored within the content cells so that it is 
experienced unpleasantly. 

25 

7. Record carrier according to anyone of claims 2 to 6, 
characterized in that said at least one reproduction 
obstructing cell is a stream of linked reproduction 
obstructing cells that is interleaved with at least one 

30 stream of linked content cells, wherein each of the 
interleaved stream of linked cells provides one playback path 
and the playback path corresponding to the linked 
reproduction obstructing cells is not accessed by a 
reproduction device dedicated to said type of record carrier. 

35 

8. Record carrier according to anyone of claims 1 to 7, 
characterized in that said navigation data comprises branch 
commands that are arranged in pre-commands and/or post- 
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commands of program chains that comprise at least one program 
or in cell commands within programs, which are defined as a 
sequence of content cells. 

9. Method to provide a copy protection for a record carrier 
for storing at least one stream of linked content cells 
thereon, which linking is performed based on navigation data, 
characterized by the step(s) of: 

modifying navigation data and/or setting a stream 
arrangement of at least one stream of linked content cells, 
so that an access of the record carrier under consideration 
of the navigation data is not disturbed, whereas a generally 
linear access of the record carrier is disturbed. 

10. Method according to claim 9, characterized by the 
step(s) of: 

physically storing at least one reproduction obstructing 
cell before or after a linked content cell, and/or 

arranging a physical storage of at least one of the at 
least one stream of linked content cells that is not in 
conformity with the linking order of these content cells, 
and/or 

modifying file system structures and/or file content 
used to locate the linked content cells on the record carrier 
so as to direct read-out devices that use data that are not 
explicitly stated in the standard of the record carrier to at 
least one reproduction obstruction data and/or cyclic data. 

11. Method according to claim 10, characterized in that said 
linked content cells are linked and said at least one 
reproduction obstructing cell is physically arranged so that 
a reproduction device dedicated to said type of record 
carrier automatically gets navigated around said at least one 
reproduction obstructing cell during its access of the linked 
content cells stored on the record carrier, whereas the at 
least one reproduction obstructing cell gets accessed 
additionally to the accessed linked content cells when no 
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such dedicated reproduction device is used for accessing the 
record carrier. 

12. Method according to claim 10 or 11, characterized by the 
5 step of: selecting a content of said reproducing obstruction 

cells so that an access of said reproducing obstructing cells 
prohibits or disturbs a further reproduction or reduces an 
entertainment value of reproduced content that is originally 
stored within the content cells on the record carrier. 

10 

13. Method according to anyone of claims 10 to 12, 
characterized by the step of: inserting modifications that do 
not conform to the DVD Physical Specification into said 
reproducing obstruction cells, that in particular infringe 

15 rules of EFM+ coding, and/or set wrong ECC data for PI and/or 
PO, and/or set wrong EDC, ID, CPR_MAI and/or IED data, and or 
add/set illegal UDF file system data, e.g. cyclic references. 

14. Method according to anyone of claims 10 to 13, 
20 characterized by the step of: inserting data that does not 

conform to the used streaming media standard, and/or that 
generate permutations of reproduced content stored within the 
content cells, and/or that adds content not related to the 
content stored within neighbouring content cells, in 
25 particular advertising content, and/or that modifies 
reproduced audio and/or video content stored within the 
content cells so that it is experienced unpleasantly into 
said reproducing obstructing cells. 

30 15. Method according to anyone of claims 10 to 14, 
characterized by the step of: using navigation data to 
provide the linking of said linked content cells, in 
particular branch commands that are arranged in pre-commands 
and/or post-commands of program chains that comprise at least 

35 one program or in cell commands within programs, which are 
defined as a sequence of content cells. 
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16. Method according to anyone of claims 10 to 15, 
characterized by the step of: interleaving a stream of linked 
reproduction obstructing cells with at least one stream of 
linked content cells, wherein each of the interleaved stream 
of linked cells provides one playback path and the playback 
path corresponding to the linked reproduction obstructing 
cells is not accessed by a reproduction device dedicated to 
said type of record carrier. 

17. Method to copy a record carrier for storing at least one 
stream of linked content cells thereon, which linking is 
performed based on navigation data, 

characterized by 

accessing of the at least one stream of linked content 
cells on the record carrier under consideration of the 
navigation data. 

18. Method according to claim 17, characterized by the 
step(s) of: 

determining all reproduction obstructing cells 
physically stored before or after a linked content cell and 
modifying or removing these cells so that reproduction of the 
copy of the record carrier is not obstructed thereby, and/or 

determining of a linking order of the at least one 
stream of linked content cells and physically store the at 
least one stream of linked content cells so that a 
reproduction of the copy of the record carrier is not 
obstructed thereby, and/or 

locate a root navigation file only using file system 
structures and/or file content related to the linked content 
cells as described in the in the standard of the record 
carrier. 



19. Computer program product, comprising computer 
program means adapted to perform the method steps as 
defined in anyone of claims 9 to 16 when being executed 
on a computer, digital signal processor or the like. 
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20. Computer readable storage means, storing thereon a 
computer program product according to claim 19. 
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Abstract ©° 

DVD copy protection 

5 A record carrier for storing at least one stream of linked 
content cells thereon, which linking is performed based on 
navigation data, comprises modified navigation data and/or a 
stream arrangement of at least one stream of linked content 
cells, so that an access of the at least one stream of linked 
10 content cells on the record carrier under consideration of 
the navigation data is not disturbed, whereas a generally 
linear access of the at least one stream of linked content 
cells on the record carrier is disturbed. 



15 (Fig. 1) 
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